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Abstract.

The use of applications, especially financial apps and social media, requires a
mobile phone number or SIM Card Number as the main prerequisite in operating
the program. Mobile phone numbers are useful for synchronizing customers'
personal data. This research aims to examine the ministerial regulation on the reuse
of SIM Card numbers based on Personal Data Protection. This research is normative
research conducted by examining various formal legal rules such as laws,
regulations, international conventions, and literature containing theoretical
concepts that are associated with the problems to be discussed in this study. The
results of this study indicate that (1) the SIM Card Number Provider has absolute
ownership rights over the number, and (2) the current law has not specifically
regulated the reuse of SIM Card numbers from a privacy data perspective. Here,
with the current use of financial technology and its relation to customer numbers, it
is potentially easier to breach one's personal data resulting in material and
immaterial breaches.
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Introduction

The Indonesian digital economy surpassed all other ASEAN member states
in size in 2021 (Sapulette & Muchtar, 2023). At the same time, this affected the
post-Covid-19 digital economy's growth (Perekonomian, 2022). According to
Nguyen (2023), the term "digital economy" describes the use of information
technology to produce, modify, market, and consume goods and services that are
founded on the creation of new jobs that generate income.

The ease with which consumers can access and acquire goods and services
is driving changes in people's lifestyles that are becoming more and more reliant on
the digital economy (Nandy, 2023). As a result of technological innovation,
economic changes that were primarily linked to the Internet increased, laying the
groundwork for the development of the digital economy (Bukht & Heeks., 2018).
Businesses can function successfully and efficiently with the help of the Internet
(Meyke Alvianieta Ali, 2019). Additionally, consumers can conduct digital
transactions, which facilitates what is commonly referred to as financial technology
(fintech) transactions (Elahi, 2009).

In practice, personal data is typically needed for fintech services to function
(Subawa, 2020). Name, email address, and cell phone number are the most basic
types of personal information that are asked for (Subawa, 2020). The phone
number, also known as the Subscriber Identification Module Card (SIM Card), was
acquired by trading with a telecommunicate operator. Since the majority of social
network apps require a verified personal SIM card number to register for their
services, the growing number of SIM card numbers has a connection to privacy
rights. Well-known social media platforms like Instagram and TikTok use a user's
mobile number to link their account profile and confirm their identity.

Warren and Brandeis defined the right to privacy as the right to be left alone
(Warren & Brandeis, 1890). It indicates that a person has the capacity or right to
manage his information, privacy, and other aspects of his life (Newell, 1985).
People have the right to decide whether or not their information is shared with the
public (Glancy, 1979). According to Warren and Brandeis (1890), there must be
something definite and "private" that needs to be kept hidden from the public.

According to Minister of Communication and Information Technology
Regulation Number 14 of 2018 regarding the National Telecommunication
Fundamental Technical Plan, it is legal in Indonesia to reuse SIM card numbers.
The phrase "Penggunaan Ulang Nomor Pelanggan™ is used in Minister of
Communication and Informatics Regulation No. 14 of 2018 regarding the
Fundamental Technical Plan, but the phrase "daur ulang nomor Pelanggan” is
translated into the English words "reuse" and "recycle™ on the Telecommunication
Service Provider's official website. Nevertheless, the definitions of these two terms
differ when they are used. In the context of environmental law, reuse and recycling
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are frequently employed. However, originally, reuse and reuse had a much broader
meaning and applicability. "Reuse," according to the Black Law Dictionary, is the
process of reusing a product, either fully or partially, without transforming it into a
new item. On the other hand, "recycle” refers to the process of using previously
used products, separating them, and then repurposing them in accordance with their
prior uses. Because the law requires it to be done so, this study chose to classify it
as "Reuse" rather than "Recycle.”

Itis not illegal to resell numbers that have passed the grace period. Reusing
SIM card numbers, however, actually leads to infractions like identity theft,
embezzlement, and compromised personal information belonging to previous
owners. Bank accounts and social media accounts may be inaccessible to the owner
of personal data. This is contrary to personal data protection and information as a
privacy right, which is defined as the inherent right of an individual to obscure his
private life from the public's view (Humble, 2020). In addition, the sale and
purchase event between the operator and the customer that has occurred will give
rise to responsibilities, transfer of rights, and obligations which will then be studied
in this research to find out the implications for the right to privacy attached to the
customer's number.

Problem Statements
a. Who is the owner after a SIM card number purchase transaction?
b. What are the implications of the current law governing SIM Card Numbers
as property rights in terms of data privacy protection?

Research Method

The methodology used for this research is a combination of literature review
and case study analysis. By conducting an extensive review of relevant academic
publications, scholarly articles, reports, and legal documents to gain a
comprehensive understanding of the ownership over the property right of a SIM
Card Number after a transaction occurs and the current law regulating the reused of
SIM Card number and its implication on privacy data. The literature review focuses
on national and international legal frameworks, including policies related to SIM
cards as property right from the privacy right perspective. It also reviews the state
practice in regulating reuse of SIM Card Number. The case study analysis involves
examining the impact of reuse of SIM Card Number in this fintech era, which
challenges Indonesian government to adapting with the current situation to keep
protecting privacy data over a person.
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Discussion
A. Ownership of SIM Card Number

The reuse of customer numbers raises questions about the sale and purchase
regulated in Article 1457 of the Civil Code.

“Jual beli adalah suatu persetujuan dengan mana pihak yang satu
mengikatkan dirinya untuk menyerahkan suatu barang, dan pihak yang lain untuk
membayar harga yang dijanjikan. ”(Sale and purchase is an agreement in which one
party binds itself to deliver a good, and the other party to pay the agreed price — ed)

Furthermore, in the case of subscriber numbers, buying and selling activities
are also carried out. However, regarding the transfer of ownership, it is necessary
to review the nature of the object being traded. In civil law, objects are divided into
tangible and intangible objects. Tangible objects are objects that can be touched,
while intangible objects are those that cannot be touched, usually in the form of
ownership rights.

In relation to SIM cards, title to tangible property occurs when the physical
card of the mobile number is traded. This means there is a rights transfer between
the provider and the new user. However, if the user does not use the phone number
within the deadline period, the provider can take ownership of the number.

Unilateral transfer of rights is also reflected in abandoned land. The
government can take away a person's land rights if the land is proven to be
abandoned. However, in controlling abandoned land, there are several stages. These
stages consist of evaluation, warning, and determination of abandoned land. If the
notification remains unattempted until the above period ends, the person concerned
will be given a written warning up to 3 times. If the third written warning is also
not implemented, then the head of the agency determines it as an abandoned area.
Thus, abandoned land can be controlled by the state.

However, in the case of a cell phone number, while the card is still
physically in one's possession, the cell phone number is a separate part. This means
that the reuse of a subscriber number is not a trade in the card, but in the number.
Furthermore, referring to Article 1(1) of Law Number 28 of 2014 on Copyright,
“Hak Cipta adalah hak eksklusif pencipta yang timbul secara otomatis
berdasarkan prinsip deklaratif setelah suatu ciptaan diwujudkan dalam bentuk
nyata tanpa mengurangi pembatasan sesuai dengan ketentuan peraturan
perundang-undangan.” (Copyright is the exclusive right of the creator that arises
automatically based on the declarative principle after a creation is expressed in a
tangible form, without prejudice to the limitations in accordance with the provisions
of the laws and regulations — ed.)

In terms of ownership, Richard A. Mann & Barry S. Roberts argues that
intellectual property refers to personal property that has a significant economic type
(Mann & Roberts, 2005). However, the field of corporate intellectual property
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rights implementation is different, where the company still can have control over
its assets depending on the agreement.

The principle of sale and purchase break in a copyright refers to the
agreement that requires the Creator to submit his Creation through payment in full
by the buyer so that the economic rights to the Creation are transferred entirely to
the buyer without time limit, or in practice known as sold flat (Ratnawati, 2019).
However, upon approval of a contract, the service provider may have control over
its products.

Referring to the terms and conditions of the official page of one of the
providers in Indonesia, Tri.co.id, SIM Card ownership is owned by the corporation,
in this case PT Indosat Thk (TRI, 2022). Simultaneously, telecommunication
regulations in Indonesia also regulate the right of telecommunication service
providers to manage mobile phone numbers and be responsible for the distribution
of these numbers.

In the European Union, there is a policy named Mobile Number Portability
(MNP). MNP refers to when the customers have the right to keep their mobile
phone number when switching service mobile phone (provider) (Buehler,
Dewenter, & Haucap, 2005). In property rights perspective, MNP reallocates the
property rights in mobile phone numbers from the provider to the customer. It aims
to develop the competition in mobile telecommunication (Buehler, Dewenter, &
Haucap, 2005). Conversely, in Indonesia, there is no policy pertaining to MNP,
where the ownership over phone numbers is owned by the telecommunication
authority, which is the Ministry of Communication and Information. The Ministry
of Communication and Information gave a license to the provider to manage the
deactivation number, therefore the customer did not have full rights over its phone
number. The only close regulation is Fixed Number Portability (FNP), which
applies to home numbers, where the mechanism is one number for a house.

The EU argues that “number portability is a key facilitator of consumer
choice and effective competition in a competitive telecommunications
environment” (Council, 2002). Under research conducted in the EU, MNP gave a
benefit towards the customers, whether they ported their number or not. Besides
that, MNP also gave impact on:

Avoid the cost of phone number changes.

Benefits of mobing to a more preferred operator.

Intensifiesd competition.

Avoided cost of finding changed numbers.

Increased investment in number value due to reallocation of
property right.

Nonetheless, beside of the benefits offered by MNP, there are several
obstacles were found. Firstly, the high cost of the implementation due to the high
investment cost as the technical infrastructure on the routing system, the provider
has to adjust their system to support port numbers to another provider. Secondly,

Po0 o
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the decrease in switching fee income. Before the establishment of MNP, the
provider can gain profit from customers who change their number. However,
through MNP there is no switching number which impacts the source of provider
income. Therefore these factors will lead the provider to the competitive in
establishing offers and prices (Suresh, 2011).

As the challenges were found, several states are applying reuse or
reassignment of phone number, which is more beneficial for providers, especially
in the form of business purposes. However, this research found there are losses or
damages due to the reuse of phone number are subjected towards the customer as
its sensitive characteristic.

B. Analysis of Reusing SIM Card Number

a. Privacy Data International Legal Instruments

Historically, Resolution 2200A (XXI) in 1996 adopted by the UN General
Assembly is the result of the Cold War, where states under its political compromise
agreed to enact the International Covenant on Civil and Political Rights (ICCPR).
The ICCPR is one of the international documents that become the most fundamental
document in the regime of international human rights law, as well as its scope in
protecting civil rights and politics (Arifin, 2017 ).

Besides that, the characteristic of ICCPR which is the universality has
provided a strong foundation for the state to obey the rules set in the ICCPR.
Therefore, ICCPR has been a part of customary international law (CIL). Article 17
of the ICCPR has regulated the right to privacy, where every person is subjected to
be protected against arbitrary or unlawful interference with his privacy, family,
home or correspondence as well as against unlawful attacks on his honor and
reputation.

According to the CCPR General Comment, the right to privacy is required
to be guaranteed against all such interferences and attacks whether they emanate
from State authorities or from natural or legal persons. The state is obliged to adopt
legislative and other measures to give effect to the prohibition against such
interferences and attacks as well as to the protection of this right.

States parties to the Covenant the necessary attention is not being given to
information concerning how respect for this right is guaranteed by legislative,
administrative or judicial authorities, and in general by the competent organs
established in the State. In particular, insufficient attention is paid to the fact that
Avrticle 17 of the Covenant deals with protection against both unlawful and arbitrary
interference. That means that it is precisely in State legislation above all that
provision must be made for the protection of the right outlined in that article. At
present the reports either say nothing about such legislation or provide insufficient
information on the subject.
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The right to privacy as a fundamental right has been enshrined in Article 17
of the ICCPR. Under the CCPR General Comment of Article 17, the State must
guarantee against interferences and attacks from natural and legal persons.
Furthermore, this article mandates that the State enact laws and take other actions
to forbid invasions of privacy ((HRC), 1998). Article 17(1) of the ICCPR states
that:

“No one shall be subject to arbitrary interference with his privacy, family, home or
correspondence, not to an unlawful attack upon his honor and reputation.”

Here, the High Commissioner for Human Rights stipulated that the legal
obligation imposed under this article requires the state to adopt measures to prohibit
any interference and attacks against this right ((HRC), 1998). Furthermore, the term
“unlawful” refers to no interference that can occur except the law regulates so.
Simultaneously, an authorized interference met if the provision, aims, and
objectives comply with the ICCPR. In the term of “arbitrary interference”,
conceptually it aims to guarantee that even if the interference provided for by law,
the law must be in accordance with the provision, aims, and objectives of the
ICCPR, particularly the right to privacy. Moreover, paragraph 2 stipulates that

“Everyone has the right to the protection of the law against such
interference or attacks.”

In retaining personal information on any data banks or other devices,
whether by public authorities or private individuals or bodies, the domestic law
must regulate the mechanism. This aims to ensure that the data leakage is not
disseminated. Therefore, privacy can be defined as a fundamental (though not an
absolute) human right that needs to be protected by the state.

b. Reuse of SIM Card Number in Indonesian Positive Law

Indonesia does realize the urgency to establish regulations for protecting
personal data. Therefore, in 2022 Indonesia formalized a special regulation that
discusses personal data protection, which is the Law 27/2022 concerning Personal
Data Protection (PDP Laws). According to this law, personal data as privacy rights
lie under the protection principle, the principle of public interest, the principle of
balance, and the principle of accountability. These principles refer to Article 2 (2)
of Regulation of the Ministry of Communication and Information Number 20/2016
determines that good personal data protection principles must be based, one of
which is respect for personal data as confidential privacy under the provisions of
statutory regulations. Furthermore, privacy is the freedom possessed by the owner
of personal data to declare whether personal data is confidential or not confidential
unless otherwise determined under statutory provisions.

Referring to the Minister of Communication and Information Technology
Regulation Number 14 of 2018 concerning the Basic National Telecommunications
Technical Plan, the reuse of customer numbers is permitted. Reuse of SIM Card
Number is defined as a customer number that for one reason or the customer-owner
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no longer uses another, must be used for other prospective customers who need it.
However, the grace period between when the customer number is returned by the
old customer/owner and when the number is given to the new customer is not less
than 60 (sixty) calendar days. This is under the mandate stipulated under Article 15
of Law Number 36 of 1999 concerning Telecommunications, that
telecommunications service providers are obliged to follow the technical provisions
as regulated in the Basic Technical Plan through a Ministerial Decree. The reuse of
prepaid card numbers is essentially carried out if several criteria have been met,
including the grace period has passed, and the NIK and KK history on the invalid
number must be deleted.

a. The grace period has passed

Recycling phone numbers is motivated by the maximum capacity in number
combinations for ten to twelve-digit numbers. Moreover, the implementation of the
customer number reuse policy also occurs because of the high costs of adding other
digits to telephone numbers (Lee & Narayanan, 2021). According to
Telkomsel.com, the active period for a prepaid card if the customer forgets to top
up credit is 30 days (grace period). If within 30 days the customer has not topped
up the credit, the number will enter a blocking period. At this stage, customers
cannot use the Internet, telephone, or SMS. However, users can unblock within 60
days after being blocked. If the customer does not unblock, the card will expire (115
days). During the expiry period, users still have the right to reactivate the forfeited
card within 115 days. However, if it has passed the expiry period, the card will enter
a regeneration period to be ready to be produced and resold, so the user cannot use
the card. The reactivation process is 60 days calculated from the last day of the
expiry period (Telkomsel, 2024).

Practically, in the United States, the number recycling policy at mobile
carriers is also implemented through the Federal Communications Commission
(FCC), whereas the 47 C.F.R § 52.15 gave authority to the carriers to reassign after
a specified period. Similarly, In Indonesia, the implementation of customer number
reuse also regulates the carrier's authority to reassign customer numbers after the
60-day grace period has passed.

b. Phone Number requires to be Registered

Additionally, to continue monitoring the sale of prepaid card numbers,
Article 1 of the Decree of the Indonesian Telecommunication Regulatory Agency
Number 3 of 2018 concerning Prohibition of the Use of Population Data Without
Rights and/or Unlawful for Prepaid Telecommunication Service Customer
Registration regulates that each prepaid card customer only can register themselves
for a maximum of three (3) customer numbers in each NIK and NKK.

However, the weakness of data verification when registering prepaid cards
can be seen in Decision Number 46/Pid.Sus/2023/PN Slt. Where in this case, the
Defendant was legally and convincingly proven guilty of manipulating personal
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data by registering a starter card using someone else's NIK and NKK data, intending
to obtain personal gain in the form of a bonus from the company. A similar case
can also be seen in Decision Number 15/Pid.Sus/2021/PN Mnk, where the Panel of
Judges stated that the Defendant had committed the criminal act by considering
Avrticle 51 paragraph (1) jo. Article 35 of Republic of Indonesia Law Number 19 of
2016 concerning Amendments to Law Number 11 of 2018 concerning Information
and Electronic Transactions jo. Article 55 (1) 1st of the Criminal Code. The data
manipulation carried out by the Defendant brought losses because the starter card
purchaser could act as someone else.

Although the NIK and NKK data have been deleted, the SIM Card number
link in the application or account can make it easier for perpetrators to carry out
hijackings (Lee & Narayanan, 2021). Based on a study conducted in 2014,
(Bursztein, 2014) this type of data theft via recycling numbers can be categorized
as manual hijacking. Manual Hijacking is defined as a non-automated effort to
profile victims and maximize the profit or damage, which they can extract from a
single credential (any sufficiently profitable credential will suffice) (Bursztein,
2014). Even though the number of cases tends to be fewer than hijacking via botnets
or automated hijacking, the losses incurred are much more detrimental to the
victims (Shay, lon, Reeder, & Consolvo, 2014).

Generally, a SIM Card Number is well-known as a mobile phone number.
Furthermore, the Global System for Mobile Communications Association (GSMA),
a global association that works on global telecommunication has merged several
basic principles in regulating pertaining to mobile privacy, which are:

Openness, transparency, and notice
Purpose and use

User choice and control

Data minimization and retention
Respect user rights

Security

Education

Children and adolescents
Accountability and enforcement

—SQ 0T

Firstly, the principles of openness, transparency, and notice mean that the
operator is responsible for ensuring and providing clear, prominent, and newest
information regarding the retention of personal data and data privacy. Secondly, in
processing personal data, the operator has to provide legitimate business purposes,
and the use of personal information must meet a legal obligation. Thirdly, customers
or users can exercise meaningful choices and control their personal data. Fourth,
any personal information must be protected by using reasonable safeguards
appropriate to the sensitivity of the information. Five, the customers must be
provided with privacy and security information and ways to protect their privacy.
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Six, any platform that is directed to children and adolescents must ensure that the
contents are in accordance with its applicable domestic law. Lastly, all responsible
persons are accountable for ensuring these principles are met.

Conclusion

a. The ownership right of SIM Card number is regulated under Law No. 36 of 1999
concerning Telecommunication, which gives rights and obligations to
telecommunication operators regarding the allocation and management of
telephone numbers. This then leads operators to manage SIM Card numbers by
applying that each customer number belongs to the company.

b. The buying and selling process that occurs between the provider and the
customer is not give the ownership right to the customer. The right to using SIM
Card number is temporary, as long as the number is actively used. This will give
potential for data breach or any type of cybercrime as the development of society
require people to having SIM Card Number as their personal identity.

Recommendation

a. The absolute ownership of customer numbers by operators as
telecommunication service providers should be reviewed and adapted to the
current fintech situation. The unification of the meaning of personal data and
SIM Card number which is categorized as sensitive personal data should be
enough to illustrate that, even if, the number needs to be resold after a grace
period, the criteria to fulfill the “reuse of SIM Card number” should be more
complex.

b. The government through relevant agencies and institutions can refer to
regulations and policies carried out by other countries where in the case of
switching operators, customers can without the need to transfer the number to a
new number or known as Mobile Number Portability.

c. Cooperation or synergy between operators and the government also needs to be
improved, so that the view of customer numbers is not limited to business
opportunities due to increased market demand, but also to maintain privacy
aspects as part of human rights. ***
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